IOI Nasdaq

The Growing Importance of Machine
ldentity Security in the Digital Age

July 2025

llaria Sangalli, Index Research Lead

In today's rapidly evolving digital landscape, identity is no longer confined to humans alone. The focus has
expanded beyond just managing people to include the oversight of numerous machines. Machine identity
security is becoming increasingly critical in the cybersecurity space. But what exactly are machine
identities? They refer to digital entities that verify, authenticate, and authorize machines - such as devices,
servers, applications - within a network. Just as human identities use usernames, passwords or other
biometric identifications, machine identities rely on digital credentials and cryptographic keys to manage
and secure interactions and data transfer between machines.’

The number of machine identities is growing exponentially and it has now vastly surpassed the number of
human identities. According to CyberArk, there are as many as 40 machine identities for every person in
certain organizations.? This proliferation necessitates a robust security framework. As businesses depend
more and more on a network of connected devices, services, and applications, their digital presence has
significantly grown. Each of these devices necessitates authentication. If left unchecked, these identities
can be exploited by malicious actors, leading to severe security breaches.

Machine identities have become a prime target for cybercriminals as they are typically granted with higher
levels of privileges compared to standard user accounts. Additionally, machine identities often receive less
oversight and protection than human identities. This suggests that, while organizations are becoming more
skilled at identifying the risks associated with human identities, many still have significant progress to make
in safeguarding machine identities. Nearly 42% of the 1,200 security leaders surveyed by CyberArk® admit
their organizations lack a cohesive machine identity security strategy. In addition, half of those
organizations have experienced security breaches due to compromised machine identities over the past
year.

Machine identities aren’t going anywhere. With Al solutions becoming more common, the number of
machine identities in use will only rise. As organizations continue to integrate Al and machine learning into
their operations, and start embracing Agentic Al, the need for robust security controls for machine identities
and Al systems becomes increasingly critical. By prioritizing these security measures, enterprises can
better protect their sensitive data and mitigate the risks associated with unauthorized Al usage.

' https://www.crowdstrike.com/en-us/cybersecurity-101/identity-protection/machine-identity-management/
2 https://www.cyberark.com/resources/machine-identity-security/ai-surge-drives-a-40-1-ratio-of-machine-
to-human-identities

3 Across the U.S., U.K,, Australia, France, Germany, and Singapore

4 https://www.cyberark.com/CyberArk-2025-state-of-machine-identity-security-report.pdf
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Disclaimer:

Nasdaq@® is a registered trademark of Nasdaq, Inc. The information contained above is provided for informational and
educational purposes only, and nothing contained herein should be construed as investment advice, either on behalf of
a particular security or an overall investment strategy. Neither Nasdaq, Inc. nor any of its affiliates makes any
recommendation to buy or sell any security or any representation about the financial condition of any company.
Statements regarding Nasdag-listed companies or Nasdaq proprietary indexes are not guarantees of future
performance. Actual results may differ materially from those expressed or implied. Past performance is not indicative of
future results. Investors should undertake their own due diligence and carefully evaluate companies before investing.
ADVICE FROM A SECURITIES PROFESSIONAL IS STRONGLY ADVISED.
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