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Abstract

While quantum computing remains in its infancy, with proven applications largely limited to scientific modeling in research
environments, its rapid development indicates that the technology will inevitably permeate broader industries in the coming years,
particularly financial exchanges. This paper provides an overview of the essential principles of quantum technology and examines its
significant implications for the exchange sector, including the possible disruption of contemporary cryptographic systems. It further
delineates the necessity for exchanges to enhance their risk management frameworks to ensure effective adaptation to emerging
technological challenges. Additionally, the paper investigates the potential applications and impacts of quantum technology on both
exchange operations and product offerings.
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Introduction

Quantum computing represents a paradigm shift in computa-
tional capabilities, leveraging the principles of superposition
and entanglement to tackle problems beyond the reach of clas-
sical systems. While its applications remain largely theoreti-
cal—constrained by current hardware limitations and the imma-
turity of quantum algorithms—the potential for adoption across
industries, including financial exchanges, is undeniable.

However, alongside this promise comes significant risk, most
urgently in the realm of cybersecurity. The ability of quan-
tum computers to break widely used encryption protocols could
have profound implications for data integrity and operational
resilience across global market infrastructures. Safeguarding
exchanges against these threats is essential to maintaining trust
and stability in the financial ecosystem.

This paper examines both the opportunities and risks asso-
ciated with quantum computing, offering a forward-looking
perspective on its potential impact on exchange operations and
strategic planning. First, we explore the scientific and technolog-
ical fundamentals of quantum computing. Second, we highlight
cybersecurity as the most pressing implication. Third, we an-
alyze the risks and challenges specific to financial exchanges.
Finally, we discuss theorized opportunities within the industry.

SECTION I

SCIENTIFIC AND TECHNICAL BACKGROUND OF
QUANTUM COMPUTING TECHNOLOGY

In this section, we will review the scientific and technical con-
cepts that enable quantum computing. The main challenge of
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the technology is its very high understanding barrier. To fully
comprehend both the capabilities and limitations of quantum
computing, one must first grasp the counterintuitive principles
of quantum mechanics which defy classical logic and stretch
the boundaries of human intuition. These phenomena form the
foundation of quantum information theory and are essential to
understanding how quantum computers operate.

Beyond the physics, quantum computing introduces a new
paradigm in hardware and software design. Qubits, the basic
units of quantum information, are fragile and susceptible to envi-
ronmental noise, requiring extreme conditions and sophisticated
error correction techniques to function reliably.

As we explore these concepts, we will use pedagogical
examples to highlight the key points that a non-technical reader
should realise. These examples will serve as robust anchoring
points for the exploration of the opportunities and risks of the
technology in a financial exchange’s setting, helping bridge the
gap between theoretical and technical foundations and future
practical implications.

I.1. Physical Foundations
I, at any rate, am convinced that [God] does not throw
dice.
— Albert Einstein (1926)

The quantum mechanical nature of the universe is both fascinat-
ing to study and deeply frustrating to grasp. Our brains evolved
over millions of years to distinguish prey from predators, to
shoot arrows at animals following parabolic trajectories, and to
navigate complex social environments. They were never natu-
rally equipped to unravel the secrets of atoms.

For these reasons—and to better engage the reader’s atten-
tion—this section will briefly explore two highly complex topics
in fundamental physics, adopting a heuristic approach to convey
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the basic principles underlying quantum computers, even if the
explanations remain necessarily incomplete.

First, a bit of history. During the last couple of decades of
the 19th century, physics was thought to be a “done business”.
Only a few details remained to be ironed out before achieving a
relatively complete and fundamental understanding of the world.
One such detail was the mystery of how electromagnetic waves
could seemingly propagate through the vacuum of space. The
quintessential ether hypothesis, once proposed as an explanation,
was famously disproved by the Michelson–Morley experiment
of 1887. The ultimate conclusion? The speed of light appeared
to be a constant and universal speed limit. That was puzzling. In
practice, this means that information can be transmitted at most
at the speed of light—never faster.

A second unresolved issue was the so-called ultraviolet catas-
trophe. Physics at the time incorrectly predicted that an ideal
black body (an object that perfectly absorbs all incident radia-
tion and emits energy solely based on its temperature) would
emit an infinite amount of energy at short wavelengths (such as
ultraviolet light) as it was heated.

The solution to the first problem—why the laws of physics
seemed inconsistent for objects moving at high speeds—was
provided by Albert Einstein, who introduced his theory of spe-
cial relativity in one of his four papers during the annus mirabilis
of 1905. The solution to the second problem—why classi-
cal physics failed to explain how atoms emit and absorb en-
ergy—came from Max Planck in the year 1900. Planck pro-
posed that at atomic scales, energy is emitted and absorbed in
small, discrete quantum3 packages, rather than being continuous.
Later, physicists discovered that quantum theory paints a radi-
cally different picture of reality: at the smallest scales, certainty
disappears—events unfold in a world governed by probability.

Those two “minor” details became the seeds of a revolution
that transformed our understanding of the universe. In Einstein’s
hands, God appeared as a precise cosmic geometer; in the quan-
tum realm, an improbable gambler.

With the previous historical context in mind, we will first
define the two core physical principles underlying quantum
computers: superposition and entanglement. Later, we will
explore what a quantum computer is and what problem it aims
to solve.

Einstein, stop telling God what to do.
— Niels Bohr (1927)

I.1.1. Quantum Superposition
According to the principles of quantum mechanics (Hidary,
2021), systems assume a definite state only once they are mea-
sured. That is, before measurement, a system exists in an inde-
terminate state; after measurement, it collapses into a definite
state.

Let us imagine a system that can occupy one of two discrete
states, which we can represent using a convenient mathematical
notation called Dirac (braket) notation: |0⟩ and |1⟩.

3From the Latin word quantus, meaning “how much”.

A superposition of states, denoted as |ψ⟩, can then be ex-
pressed as:

|ψ⟩ = α |0⟩ + β |1⟩ , α, β ∈ C (1)

The coefficients α and β are constrained by the Born rule, which
states that the modulus squared of each number represents the
probability of observing that state upon measurement:

|α|2 + |β|2 = 1 (2)

For example, if both states are equally likely, then |α|2 = |β|2 = 1
2 ,

so α = β = 1
√

2
. Therefore, the system’s state can then be written

as:
|ψ⟩ =

1
√

2
|1⟩ +

1
√

2
|0⟩ (3)

Upon measurement, there is a 50% chance of finding the system
in |1⟩ and 50% in |0⟩. In short, superposition refers to inde-
terminate state of quantum objects before measurement. Is the
system in the |1⟩ or |0⟩ state before we measure it? The answer
is, in a sense, both.

Importantly, in quantum computing, these two-state systems
are abstracted as qubits, the fundamental units of quantum infor-
mation.

I.1.2. Entanglement
Quantum superposition feels like something out of Alice in Won-
derland—a world where quantum objects can exist in different
states at once. Yet reality becomes even stranger as we step
Through the Looking Glass. Entanglement pushes this peculiar-
ity further, linking two or more quantum objects so that their
states are inseparably connected, defying classical intuition.

A classic example illustrates this phenomenon: imagine we
create two entangled quantum balls and place each inside a
separate box. One box is given to Alice, the other to Bob. Each
quantum ball exists in a superposition of being red or blue. In
a classical system, opening one box shouldn’t affect the other.
However, in the quantum world, if Alice opens her box and
observes a red ball, this immediately determines that Bob will
also observe a red ball—even though his ball was previously in a
superposition of red and blue states. In simple terms, entangled
particles share a connection that defies classical explanation: it’s
not just pre-arranged matching, but a fundamentally quantum
link.

The act of measurement on one side instantaneously collapses
the state of the other, regardless of spatial separation. Note,
however, that this phenomenon does not violate Einstein’s spe-
cial relativity. Although the collapse appears instantaneous, no
usable information is transmitted faster than light. The effects
of entanglement can only be verified after the fact, when Alice
and Bob compare their results. This preserves causality (the
principle that causes precede effects) and complies with rela-
tivistic constraints, as we discussed earlier when we noted that
information cannot travel faster than light I.1.

This “spooky action at a distance” seems at odds with our in-
tuition and with classical physics. Indeed, while we can describe
quantum entanglement mathematically, why nature behaves this
way at the smallest scales remains one of the deepest mysteries
in fundamental physics.
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Entanglement, in a nutshell, offers a different way of encoding
information. When two particles are entangled, the information
about their states is not stored locally in each particle, but rather
in the correlation between them. Science often proves stranger
than fiction—even the fantastical worlds imagined by Lewis
Carroll.

I.2. What Is a Quantum Computer?
Nature isn’t classical, dammit, and if you want to make
a simulation of nature, you’d better make it quantum
mechanical, and by golly it’s a wonderful problem,
because it doesn’t look so easy.
— Richard Feynman (1981)

The principles of superposition and entanglement form the foun-
dation of a radically powerful model of computation. Yet bridg-
ing the gap between elegant theory and practical implementation
is a quantum leap in its own right.

Classical computers use bits (0 for closed circuitry and 1 for
open) to encode and process information. Similarly, a qubit, or
quantum bit, is the fundamental unit of quantum information.
Like a classical bit, it can represent the states 0 or 1, but unlike
a classical bit, it can also exist in a superposition of both states,
taking on a continuous range of values between them.

Figure 1: Classical (left) vs. quantum (right) bits. A classical bit can only be at
one of two positions: stuck at the north or south pole of a sphere. In contrast, a
single qubit’s state can occupy any point on the sphere’s surface. By applying
quantum operators (the fundamental building blocks of a quantum circuit) we
can move this point around the surface, enabling a continuum of states.

A register containing two classical bits can store four numbers:
00, 01, 10, and 11. Although both classical systems with n
bits and quantum systems with n qubits have 2n possible basis
states, the key difference lies in how those states are used. A
classical computer can only be in one state at a time, meaning
it must process each possibility sequentially. In contrast, a
quantum computer can hold a superposition of all 2n states
simultaneously, allowing operations to act on every state in
parallel. This ability to manipulate the entire state space at once
is what makes quantum computing so powerful compared to
classical approaches.

We are all familiar with motherboards built on silicon-based
chips, but a quantum computer requires far more than sand that

has been baked in an industrial oven. Some of the earliest imple-
mentations of quantum computation used spin qubits realized
through nuclear magnetic resonance devices. Today, researchers
are exploring multiple hardware platforms, including pho-
tonic qubits for gate-based quantum computers, silicon-based
spin qubits, and superconducting qubits—currently among the
leading contenders for scalability.

It is critical to note that these engineered quantum states are
extremely fragile and highly sensitive to environmental distur-
bances. For instance, superconducting qubits must be cooled to
below 10 millikelvin (-273°C or -460°F) to minimize quantum
fluctuations, making these chips some of the coldest places in the
universe! To address this fragility, quantum error correction
plays a crucial role in the design of quantum computers, as we
will explore in the next section.

I.3. Key Complexities and Technological Barriers of
Quantum Computing

One of the key points of the previous section is that there are
many more operations one can perform on a qubit compared to
a classical bit. This also means that there are more errors that
can occur on a qubit! Concretely, the primary classical error
is a bit-flip error. For example, imagine our classical 16-bit
computer is in the following state:

1001 0010 0001 1111

This represents the number 37,407 in binary form. Now imagine
that our computer chip is struck by a cosmic ray, which flips one
bit. Suddenly, the computer is found in the state:

1101 0010 0001 1111

The state is now 53,791—that is a very different number!
Once again, in quantum computers, errors occur frequently

because qubits are extremely fragile and easily disturbed by
their environment. This fragility, combined with the challenge
of scaling up to large, stable quantum systems, remains one of
the biggest obstacles to practical quantum computing.

How can we hope to correct errors that can affect a qubit’s
state? The answer lies in sophisticated error correction schemes,
which are beyond the scope of this paper. Currently, a signifi-
cant proportion of physical qubits are used redundantly for error
correction, forcing quantum systems to scale drastically. But
quantum hardware is costly even without these schemes, and
every additional qubit only amplifies this challenge. Experts
estimate that achieving fully error-correcting (FEC) quantum
computers will require millions of qubits, whereas today’s de-
vices operate with only hundreds to a few thousand qubits. FEC
technology is expected to remain several years away, likely into
the 2030s.

Bit-flip error is just one illustrative example of the many hard-
ware and software hurdles that quantum computers needs to over-
come to become a stable and trustworthy technology. Indeed,
as confirmed in a recently published report by the National En-
ergy Research Scientific Computing Center (NERSC)—a high-
performance computing (HPC) facility for the U.S. Department
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of Energy’s Office of Science—quantum hardware vendors face
key challenges in delivering stable, useful, and affordable tech-
nology(Bard et al., 2025) that will shape how (and when) these
benefits reach financial institutions. Beyond bit-flip error, some
of these key challenges include:

i. Scaling Up: Current quantum computers operate with tens
or hundreds of qubits, but meaningful financial applications
will require thousands or even millions. Scaling up intro-
duces engineering challenges in manufacturing, controlling,
and connecting vast numbers of qubits, each with precise
requirements for stability and communication.

ii. Technology Diversity and Integration: There are different
hardware avenues to realise the technology (e.g., supercon-
ducting circuits, trapped ions, neutral atoms, photonics),
each with unique strengths and weaknesses. The finan-
cial exchanges industry must monitor which technologies
mature fastest, as integration with existing IT infrastruc-
ture and regulatory compliance will depend on the chosen
platform.

iii. Speed and Throughput: Quantum computers must ex-
ecute operations (“gates”) quickly and accurately. Slow
or error-prone gates can make even theoretically power-
ful quantum computers impractical for real-world finan-
cial tasks, where latency and accuracy are paramount. As
hardware scales up, maintaining high gate fidelity and fast
execution becomes more challenging, especially when er-
ror correction overhead increases. Vendors are working to
improve both the speed and reliability of gate operations,
but progress remains uneven across platforms, as noted in
the NERSC report issued in September 2025 (Bard et al.,
2025).

Beyond these hardware hurdles, programming quantum com-
puters introduces its own set of complexities. Unlike classical
systems, coding for quantum machines requires deep knowl-
edge of quantum mechanics and linear algebra. While some
tools simplify access, creating efficient quantum algorithms re-
mains an immense challenge, making the leap from concept to
implementation far from trivial.

I.4. Main Applications
If we bought a quantum computer online today, after paying a
six or seven-figure sum, what could it actually do?

One of the most promising areas is quantum simulation, par-
ticularly in chemistry. Classical supercomputers already model
molecular structures to develop new materials and drugs, but
quantum systems could push this further, enabling simulations
that were previously impossible—echoing Feynman’s remark at
the beginning of section I.2: what better than a quantum com-
puter to model a quantum system! Early research partnerships,
including work by a prominent pharmaceutical company, are ex-
ploring hybrid quantum-classical approaches for drug discovery
(Soller et al., 2025a).

Another key theorised application is optimization, which is
critical for industries tackling complex problems like delivery

routing. One approach, quantum annealing, uses quantum ef-
fects to efficiently search for the lowest-energy solution among
many possibilities, making it well-suited for certain optimiza-
tion tasks. Another promising direction involves variational
algorithms such as the Quantum Approximate Optimization Al-
gorithm (QAOA), which aim to provide speedups for specific
problem classes. Together, these techniques represent a the-
orised frontier for logistics, finance, and beyond (Farhi et al.,
2014).

Although proven use cases in financial systems remain
elusive today, the potential impact as the technology matures
is undeniable. In section IV.2 we provide an overview of
the prospective effects of quantum technology on global markets.

SECTION II

THE INEVITABLE HORIZON:
CRYPTOGRAPHY AND Q-DAY

With the scientific foundations in place, we now turn to the press-
ing risks posed by quantum computing—particularly those with
real-world urgency. While many use cases remain exploratory,
one area where quantum capabilities are already reshaping strate-
gic priorities is cybersecurity.

Quantum computers threaten to break widely used encryption
protocols, posing a risk that could materialize within the next
five to ten years. This looming milestone, often referred to as

“Q-Day”, has prompted a global push toward post-quantum
cryptography. For financial exchanges, where secure data trans-
mission is critical, preparing for this transition is not optional.

In this section, we explore how quantum computing is driving
change in cybersecurity and why industry readiness must begin
now.

II.1. Cryptography Fundamentals

Suppose Alice, after her strange encounter with quantum entan-
glement earlier, wants to send a private message to Bob over the
internet. Along the way, Alice’s message could be intercepted
by a malicious eavesdropper, Charlie. This is where cryptog-
raphy comes in: the science of making and breaking secret
codes. One of the most widely used protocols is RSA (named
after Rivest, Shamir, and Adleman), which secures information
transfer across the internet. RSA uses two keys: a public key
for encryption and a private key for decryption. These keys
are derived from large prime numbers and their product, which
forms the basis of RSA’s security. Heuristically speaking, RSA
relies on a trapdoor function: multiplying two large prime
numbers is easy, but factoring the product back into its original
primes is extremely hard. For example:

p = 61, q = 53 ⇒ n = p × q = 3233 (4)

Imagine Charlie only knows n = 3233 and needs to find its
prime factors to access the individual keys of Alice and Bob.
For small numbers, this is doable by trial division, but if p and
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q were each hundreds of digits long, factoring n would take
classical computers an astronomical amount of time.

Quantum computers pose a serious threat to RSA because of
Shor’s algorithm, which can factor large integers exponentially
faster than the best-known classical algorithms. This means that
once sufficiently powerful quantum computers exist, they could
break RSA encryption by efficiently finding the prime factors of
its large composite keys, allowing Charlie to decipher Alice’s
private message and rendering much of today’s internet security
obsolete.

To prepare for this risk, researchers are developing post-
quantum cryptography: new cryptographic schemes based
on mathematical problems believed to be resistant to quantum
attacks II.2. To keep her secrets secure, Alice (and the entire
industry) will need to transition to quantum-safe protocols to
protect data in the coming quantum era.

II.2. Q-Day and Cybersecurity
Technological advancement is exciting, but it inevitably repre-
sents change and carries inherent risks. Most exchanges recog-
nize the significant risks associated with rapidly emerging new
technologies, such as quantum technology, but remain commit-
ted to both adhering to industry standards and actively contribut-
ing to the field.

Cybersecurity represents a significant and fundamental risk
for any organization managing digital information, and is mainly
focused on the weakness of classical encryption in front of quan-
tum computers’ capabilities. One of the main conclusions of the
previous section is that quantum computers have the potential
to compromise these systems by applying Shor’s algorithm to
factor RSA or Grover’s algorithm to speed up key searches
for other forms of encryption. According to the Global Risk
Institute’s 2023 Quantum Threat Timeline Report (Global Risk
Institute, 2023), quantum computers capable of breaking current
encryption could emerge sooner than expected. To mitigate this
risk, transitioning to quantum-safe encryption methods before
the widespread adoption of this technology is essential for all
financial exchanges.

In preparation for Q-Day, mathematicians around the world
are developing post-quantum cryptography: new encryption,
digital certificate, and hashing algorithms based on mathematical
problems that are difficult to solve by both quantum and classical
computers. Once finalized, these algorithms will become the new
encryption standards set by the National Institute of Standards
and Technology (NIST) and the International Organization for
Standardization (ISO).

Reflecting this effort, NIST issued an initial report IR 8547
in November 2024 that outlined its expected approach to transi-
tioning from quantum-vulnerable cryptographic algorithms to
post-quantum digital signature algorithms and key-establishment
schemes. The report identified existing quantum-vulnerable
cryptographic standards and the quantum-resistant standards to
which information technology products and services would need
to transition. Moreover, the report refers to the deadline speci-
fied in the White House’s National Security Memorandum 10 for
completing the transition to quantum-resistant algorithms for
National Security Systems by 2035 (The White House, 2022).

NIST has assigned a post-quantum security category to each
variant of its standardized Post-Quantum Cryptographic (PQC)
asymmetric algorithms, with Category 1 indicating the lowest
security strength4 and Category 5 indicating the highest security
strength. See Table 1 for an overview of these categories.

Table 1: Post-Quantum Security Categories from NIST

Category Attack Type Example Primitive

1 Key search on a 128-bit block cipher AES-128
2 Collision search on a 256-bit hash SHA-256
3 Key search on a 192-bit block cipher AES-192
4 Collision search on a 384-bit hash SHA3-384
5 Key search on a 256-bit block cipher AES-256

In essence, NIST concludes that:

1. Algorithms that provide approximately 112-bit classical
security will be deprecated after 2030 and fully disallowed
after 2035.

2. Algorithms that provide 128-bit or higher classical security
will also be disallowed after 2035 because they remain
vulnerable to quantum attacks.

While NIST is working with industry leaders to refine the tran-
sition timeline and approach, ensuring all stakeholders are ad-
equately protected by post-quantum cryptography before the
technology’s arrival, exchanges, through their information se-
curity teams, must proactively lead internal efforts to achieve
timely compliance with NIST’s recommendations.

Given the global nature of an exchange’s operations, the se-
curity of VPN connections, which is widely used by staff for
remote work and to access sensitive internal resources, demands
particular attention. These VPN connections typically rely on
public-key encryption for the authentication of both users and
devices, rendering them susceptible to the same potential vulner-
abilities that threaten broader business-to-business communica-
tions in the quantum era.

In this regard, recent research (Bank for International Set-
tlements, 2023) outlined preliminary guidelines and prospec-
tive approaches to securing VPN technologies against emerg-
ing threats, with central banks and other financial institutions
already commencing investigations into quantum-safe crypto-
graphic solutions. In addition to VPN vulnerabilities, encryption
protecting payment and settlement transaction networks repre-
sent another significant risk area for exchanges, warranting close
monitoring. In anticipation of these risks, regulatory bodies
underscore the importance of proactive adaptation to safeguard
the financial sector’s integrity as quantum computing advances.

4The NIST report highlights that "[t]ransition schedules are primarily driven
by the level of cryptographic protection that a given algorithm and associated
parameter set can provide, which is described as a rough measure known as
security strength. Historically, the security strength that an algorithm could
provide was defined in terms of the amount of work (i.e., the number of oper-
ations) that is required to break the algorithm (i.e., an algorithm has s bits of
security strength if breaking the algorithm requires 2s operations of some kind,
where s = 112, 128, 192, or 256). However, there are significant uncertainties in
estimating the security strengths of post-quantum cryptosystems given the diffi-
culty of accurately predicting the performance characteristics of future quantum
computers, such as their cost, speed, and memory size" (Moody et al., 2024).
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SECTION III

RISKS OF QUANTUM COMPUTING FOR EXCHANGE
OPERATORS

Financial infrastructures need to actively participate in both the
growth and practical application of quantum technology if they
want to maintain a leading position in innovation for three key
reasons:

i. Ensure comprehensive readiness for Post-Quantum Cryp-
tography5 while actively engaging with industry stake-
holders to facilitate timely and appropriate decisions that
guarantee robust data protection.

ii. Attain a competitive edge by pioneering the adoption of
technology in market operations, while simultaneously im-
plementing robust controls to effectively manage associated
risks.

iii. Demonstrate leadership within the legal and regulatory
domains by advocating for the establishment of appropriate
frameworks that uphold safe, reliable, and equitable market
conditions.

It is important that all three objectives are balanced to support
risk-based decisions related to investment, usage, and advocacy
for or against this technology. By systematically evaluating
and integrating quantum technology across critical domains,
exchange operators are not only exploring but also critically
assessing the appropriate use of these technologies to main-
tain efficient, fair, and secure market operations. It is essential
that these organizations ensure quantum technologies align with
their operational goals and overarching strategic mission, which
should emphasize investor interests, market stability, and equi-
table access.

Cybersecurity risk is the most obvious and imminent concern
for most organizations. However, it is equally important to
identify other specific risks, such as regulatory, operational,
reputational, and ethical risks associated with the emergence
and availability of quantum technology, to which exchanges
could be exposed even if they do not adopt it.

III.1. Exposure to Conventional Risks of Emerging
Technologies

Beyond cryptography related risks, new technologies also pose
challenges such as, data integrity, dependencies and intercon-
nectedness, misunderstandings of technology, operational issues,
and regulatory compliance(Freund, 2024).

5The Global Risk Institute recommends a six-phase approach: (1) Identify
and document information assets and their current cryptographic protection;
(2) Research the state of emerging quantum computers and quantum-safe cryp-
tography, estimate timelines for availability, and influence development and
validation; (3) Identify threat actors and estimate their time to access quantum
technology “z”; (4) Identify the lifetime of your assets “x” and the time required
to transform the organization’s technical infrastructure to a quantum-safe state
“y”; (5) Determine quantum risk by calculating whether business assets will
become vulnerable before the organization can move to protect them (x+y > z?);
(6) Identify and prioritize activities required to maintain awareness and migrate
the organization’s technology to a quantum-safe state.

i. Data Integrity:

Data integrity represents a fundamental component of the infor-
mation security framework, ensuring that digital information
remains "accurate, complete and consistent at any point in its
lifecycle. Maintaining data integrity involves safeguarding an
organizations’ data against loss, leaks and corrupting influences"
(IBM).

Quantum technology’s advancement introduces specific risks
impacting these core components directly. One notable risk is the
facilitation of forging digital signatures, which is significantly
easier with the advent of quantum technology. Such capabilities
would directly compromise the accuracy and completeness of
digital documents and transactions, resulting in potential unau-
thorized modifications. Additionally, there is a severe threat
of decrypting sensitive data—the risk known as "Harvest Now,
Decrypt Later" (HNDL), mentioned earlier, as this involves the
potential decryption of currently encrypted data when quantum
computers become sufficiently advanced. This threat jeopar-
dizes the consistency of data throughout its lifecycle, enabling
the future decryption of currently secured information and ex-
posing sensitive data that was once protected. All stakeholders
in the financial system should recognize these quantum-enabled
risks and begin reviewing and planning appropriate mitigation
strategies.

It is worth noting that cryptography is used worldwide to pro-
tect military secrets and nation-states have already adopted the
harvest-and-decrypt approach, intercepting adversary data they
hope to decrypt after Q-Day. Unlike nation-states, financially
motivated cyber actors are not known to be harvesting encrypted
data, as paying for storage for decades precludes monetization.
There is no evidence of dark web chatter about quantum yet.

Some advanced cybercrime groups are now encrypting their
malicious network traffic using quantum-resistant algorithms.
This makes the traffic extremely hard to analyze and hides its
true purpose; a tactic known as obfuscation. Today, these meth-
ods work just like traditional encryption, but with one critical
difference: even when quantum computers arrive (Q-Day), de-
fenders will not be able to decrypt this stored traffic because
it was encrypted with algorithms designed to resist quantum
attacks. In contrast, hacktivists are far less sophisticated and will
likely be the last to adopt quantum technologies.

ii. Dependencies and Interconnectedness :

New technologies do not exist in isolation; they must be inte-
grated and updated to function smoothly alongside one another.
Similarly, a particular technology risk can rapidly proliferate
throughout all products that depend upon it. Blockchain serves
as a prime example of this phenomenon. The combination
of weak classical cryptography, such as outdated encryption
algorithms that are vulnerable to attack and the potential for
malicious actors to alter existing data, can be particularly detri-
mental to blockchain platforms and cryptocurrencies. These
vulnerabilities could threaten the security and integrity of digital
assets.

Market operators that may be interested in entering or expand-
ing in the digital asset space (through tokenization or crypto
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exchanges), must take these risks into account and be prepared
to invest in implementing adequate controls, like quantum-safe
encryption methods and robust data integrity protocols.

iii. Misunderstanding of the Technology:

At first glance, this may seem like a minimal risk, as a broader un-
derstanding of the technology will eventually emerge. However,
industry leaders often face significant exposure when making
unchecked decisions in their race to stay ahead. While higher
risks can lead to greater rewards, it is essential to determine
whether emerging technologies truly align with and advance the
organization’s strategic objectives. A thorough evaluation of the
benefits versus the costs of early quantum adoption is critical.
Success depends on ensuring both technological expertise and
business acumen are present—and that these capabilities work
together to identify practical, high-impact use cases for quantum
technology within market operations.

iv. Operational Challenges:

In close relation to the risks mentioned above, evaluating op-
erational constraints when implementing new technologies
is an essential consideration. Clearly defined operational re-
quirements are critical for successfully transitioning an idea into
practice. However, these requirements are frequently determined
too late in the development process. Quantum technology, as
previously discussed, is highly sensitive to environmental fluctu-
ations and demands bespoke and advanced infrastructure (such
as large form factors, the need for cryogenic cooling, and spe-
cialized networking equipment for networking between quantum
chips), plus the sophisticated ongoing maintenance.

Considerable investments are currently directed toward ad-
vancing this technology, which is expected to result in elevated
initial market costs. Therefore, existing infrastructures may need
to be updated or adjusted to integrate quantum components, ei-
ther to utilize their capabilities or to address potential risks such
as vulnerabilities to classical encryption methods. For market
operators, it will be necessary to objectively evaluate the advan-
tages and costs of implementing quantum technology in market
operations, taking into account their mission to provide fair and
equitable markets for investors.

v. Regulatory Compliance:

As is typical with emerging technologies, regulatory bodies have
yet to engage extensively in discussion or issue comprehen-
sive rulings regarding quantum technology. The complexity
arises largely because many assessments and analyses rely on as-
sumptions concerning the feasibility of quantum advancements.
Presently, international competition is driving both nations and
private enterprises to accelerate investment and development
efforts in an attempt to secure early advantages in this field.
There is significant motivation to file numerous patents to obtain
privileged access to new technologies.

In the United States, the National Quantum Initiative Act, en-
acted in 2018, aims to bolster economic growth and national se-
curity. The European Union’s Quantum Flagship, also launched

in 2018, seeks to reinforce European leadership and scientific
excellence, while explicitly considering the societal and ethical
implications of quantum technologies. Meanwhile, the Chinese
government has designated quantum technology as a national
priority, committing substantial resources to research and devel-
opment, and targeting notable breakthroughs by 2030.

III.2. Distinct or Heightened Risks in Quantum Technology
In addition to the conventional risks mentioned above, quantum
technology’s novelty and complexity introduce new risks or
heightens existing risks that go beyond the technology itself and
focus on the resources needed to build, operate and maintain it,
such as talent and vendors.

III.2.1. Enhanced Talent Risk: Specialized Skillset Require-
ments

The skills needed to work with different quantum computing ven-
dors vary depending on their hardware architecture and software
development environments. Most vendors use Python-based
SDKs, but the specific tools and programming models differ.
For example, IBM and Google use gate-based systems and re-
quire familiarity with quantum circuits and libraries like Qiskit
or Cirq. On the other hand, D-Wave, uses quantum annealing
and requires knowledge of optimization theory and QUBO/Ising
models through its Ocean SDK (Software Development Kit).
Rigetti uses its own Quil language via pyQuil, while Quantin-
uum offers TKET, a compiler that supports multiple platforms.
IonQ and PsiQuantum also introduce unique hardware consid-
erations, such as trapped ions or photonic qubits, which may
require additional domain-specific knowledge.

As a result, quantum developers often need to tailor their skills
to the specific vendor ecosystem they are working with. There is
a risk of a talent and skill gap but also vendor lock-in if we get
too familiar with a specific hardware architecture (as we discuss
in subsection III.2.2).

To effectively engage with this emerging technology, ex-
changes will need to adapt and build new capabilities. This
includes developing a working understanding of quantum algo-
rithms and their practical applications—such as optimization,
simulation, and cryptography—as well as gaining familiarity
with different qubit technologies like superconducting, trapped
ion, and photonic systems. Teams should also be equipped to
analyze the vendor landscape, benchmark performance, and
model cost-effectiveness between quantum and classical sys-
tems. Additionally, knowledge of integration strategies for hy-
brid quantum-classical workflows and awareness of regulatory
and intellectual property considerations will be essential for
informed decision-making and strategic alignment.

III.2.2. Vendor Risk: Tight Roadmap & Heightened Concen-
tration Risk

As quantum computing continues to evolve, the path to practical
deployment in the financial sector remains complex and uncer-
tain. Beyond technical hurdles related to reliability, scalability,
and integration, vendors and financial institutions alike must
grapple with the unpredictability of development timelines
and the challenge of assessing real-world system performance.
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i. Roadmap Uncertainty: Vendor technology roadmaps are
ambitious, projecting exponential improvements in qubit
count and performance over the next five to ten years. How-
ever, these projections are subject to frequent revision due
to the unpredictable nature of quantum research and devel-
opment. Financial institutions should expect timelines to
shift and plan for gradual adoption.

ii. Practical Performance: Even as hardware improves, quan-
tum computers must deliver results within reasonable time-
frames and support multiple users and workloads. Vendors
are developing new metrics—such as Sustained Quantum
System Performance (SQSP)—to measure throughput, but
real-world performance will depend on advances in both
hardware and software.

iii. Enterprise Integration: Financial institutions require sys-
tems that can handle multiple users and diverse workloads
simultaneously. Early quantum computers are often single-
user or batch-oriented, limiting their utility for enterprise-
scale operations.

iv. Hybrid Workflows: Quantum computers will not operate
in isolation. For practical performance, they must inte-
grate seamlessly with existing high-performance computing
(HPC) infrastructure, data lakes, and analytics platforms.
Hybrid workflows—where quantum and classical systems
collaborate—will introduce additional complexity in data
transfer, latency, and orchestration.

v. Concentration Risk: The pace at which this technology
stabilizes is closely tied to investment levels, suggesting
that only organizations with sufficient capital may succeed,
while smaller startups could be absorbed by major tech
corporations. It is well-established that a limited number
of technology providers dominate the industry; however,
this risk becomes more pronounced for technology-specific
requirements, such as ultra stable or ultracold environments,
specialized chips, or rare materials. Should any critical
component be scarce, the concentration risk will further
intensify.

vi. Vendor Lock-in happens when organizations have lim-
ited choices and complex technologies, causing them to
depend on a single provider’s products or services. This
reliance often makes changing vendors both challenging
and costly. While some regulators ask market platforms
to support measures against vendor lock-in by requiring
a well-defined Exit Strategy, implementing these require-
ments is difficult with certain technologies; similar to the
obstacles faced when transferring applications between dif-
ferent cloud infrastructure providers (for example, moving
from one Cloud brand to another can be tough because
some code may need to be rewritten for specific features of
the Cloud Service Providers).

Tables 2 and 3 provide an overview of the quantum technology
ecosystem as of June 2026, highlighting the principal technol-
ogy layers, hardware modalities, infrastructure providers, net-
working and security capabilities, application domains, and key

investment participants shaping the industry’s evolution. The
classification is based on industry analyses from The Quantum
Insider and Quantum Zeitgeist (The Quantum Insider, 2026;
Quantum Zeitgeist, 2025).

SECTION IV

THEORISED, LONG-TERM APPLICATIONS OF
QUANTUM COMPUTING FOR EXCHANGE

OPERATORS

After reviewing the theoretical and technical foundations of
quantum computing, and examining its immediate implications,
particularly in the realm of cybersecurity, we now turn our at-
tention to the long-term, theorized applications of this emerging
technology.

Quantum computing is often portrayed as transformative, with
the potential to reshape industries through unprecedented com-
putational capabilities. However, it remains in an embryonic
stage, and many of its most ambitious promises have yet to be
realized.

Technological progress is notoriously difficult to predict. Few
could have foreseen that just 60 years after the Wright brothers’
first powered flight in 1903, there would be humans in the low-
Earth orbit. Exchanges must nonetheless look beyond encryption
threats and begin to theorize how quantum capabilities might
eventually unlock new efficiencies, insights, and competitive
advantages across its exchanges and broader business operations.

In this section, we explore speculative use cases for quan-
tum computing at financial exchanges. These scenarios are not
imminent, nor are they guaranteed. Rather, they represent a
forward-looking perspective on how quantum advancements
(should they materialize) might shape the future of financial
infrastructure and data-driven decision-making.

This exploration is intended to inform strategic foresight, not
immediate investment or implementation.

IV.1. Applications for Exchange Operators

Quantum technology is exponentially gaining popularity, espe-
cially over the past couple of years. As per the fourth annual
Quantum Technology Monitor report from McKinsey published
in June 2025 (Soller et al., 2025b), “the surging investment and
faster-than-expected innovation could propel the quantum mar-
ket to $ 100 billion in a decade”. The report also mentions that
“In 2024, the Quantum Technology industry saw a shift from
growing quantum bits (qubits) to stabilizing qubits—and that
marks a turning point. It signals to mission-critical industries
that QT could soon become a safe and reliable component of
their technology infrastructure”.

It is essential to understand the distinct advantages quantum
technology may offer to different stakeholders within the trading
ecosystem. Market participants, such as traders and institutional
investors, may harness quantum computing to develop more
advanced trading strategies, optimize portfolio management,
and improve risk assessments. These direct applications could
provide substantial competitive advantages. However, a relevant
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Table 2: Quantum Computing Value Chain (2026) - Core Technology and Ecosystem

Layer Category Leading Players Country Description Strategic Relevance

Core Hardware

Superconducting IBM, Google, Rigetti, IQM,
OQC

US, Finland, UK Supercooled circuit-based
processors

Most mature modality with lead-
ing roadmaps and ecosystems

Trapped-ion IonQ, Quantinuum, AQT,
Universal Quantum

US, UK, Austria Ion-based qubits with high
fidelity

Leading performance in accuracy
and error correction

Neutral atom QuEra, Pasqal, Atom Com-
puting, Infleqtion

US, France Atom arrays using optical
trapping

Strong scalability potential (large
qubit systems)

Photonic PsiQuantum, Xanadu, Orca,
Quandela

US, Canada, UK,
France

Light-based quantum sys-
tems

Room-temperature potential and
semiconductor alignment

Silicon / spin Intel, Quantum Motion, Di-
raq, Qubly

US, UK, Australia,
France

CMOS-compatible archi-
tectures

Leverages established semicon-
ductor manufacturing

Diamond / NV-
center

Quantum Brilliance, Sax-
onQ, SBQuantum

Australia, Germany,
Canada

Diamond-based systems
and sensors

Enables room-temperature and
edge deployments

Topological Microsoft US Topological qubits Long-term potential for intrinsic
error resistance

Quantum annealing D-Wave Canada Optimization-based quan-
tum computing

Only commercially deployed al-
ternative architecture

Networking &
Security

Quantum network-
ing

NTT, SK Telecom, Cisco,
Deutsche Telekom, Quan-
tumCTek

Japan, Korea, US,
Germany, China

Quantum communication
and entanglement networks

Enables quantum internet and dis-
tributed computing

Post-quantum secu-
rity

PQShield, SandboxAQ, ID
Quantique, Quintessence-
Labs

UK, US, Switzerland,
Australia

Quantum-resistant cryptog-
raphy

Earliest and fastest commercial
adoption pathway

Infrastructure Components & con-
trol

Bluefors, Zurich Instruments,
Qblox, Kiutra, Keysight

Finland, Switzerland,
Netherlands, Ger-
many, US

Cryogenics, control, and
measurement systems

Key scaling constraint across all
hardware modalities

Software & cloud AWS, NVIDIA, Classiq,
Riverlane, QC Ware

US, UK, Israel Programming, orchestra-
tion, and hybrid compute

Enables usability and abstracts
hardware complexity

Applications &
Adopters

Quantum sensing Q-CTRL, Exail, Nomad
Atomics

Australia, France Precision sensing and tim-
ing solutions

Most commercially advanced
quantum applications

Enterprise adoption Accenture, Capgemini, Gold-
man Sachs, Booz Allen

US, France, Global Use-case development and
integration

Bridges technology and commer-
cialization

Emerging ap-
proaches

Multiverse Computing, C12
Quantum, EeroQ

Spain, France, US Novel and quantum-
inspired methods

Potential disruptive or comple-
mentary solutions

Table 3: Quantum Computing Value Chain (2026) - Capital and Ecosystem Support

Category Leading Players Country Description Strategic Relevance

Sovereign investors Mubadala, Temasek, Qatar In-
vestment Authority

UAE, Singapore, Qatar National strategic investment
funds

Anchor capital shaping global
quantum competition

Specialist quantum funds Quantonation France Dedicated quantum venture cap-
ital

Early-stage innovation and tech-
nical validation

Institutional investors BlackRock, Baillie Gifford US, UK Large-scale asset managers Validate quantum as a long-term
infrastructure asset

Corporate venture NVentures (NVIDIA), Airbus
Ventures

US, France Strategic industry investors Link technology development to
commercial use cases

Government-backed investors In-Q-Tel US National security-focused in-
vestment arm

Accelerates defense and intelli-
gence adoption

Venture capital Andreessen Horowitz, Lux Cap-
ital

US Generalist deep-tech investors Support ecosystem growth and
commercialization

question emerges as to whether the Market Service Providers
will benefit from quantum computing technology as strongly as
market participants themselves?

Market Service Providers, such as exchange operators and
infrastructure vendors, prioritize investor interests, market sta-
bility, and equitable access. Accordingly, the application and
advantages of quantum computing within this sector are likely
to be distinct. The main emphasis would be on utilizing quan-

tum technologies to advance the core trading infrastructure,
thereby reinforcing the foundation of the financial system.

IV.1.1. Potential Benefits for Exchange Operators
The core objective of an exchange operator is to guarantee fair
and orderly markets for all investors. To achieve this, in addition
to state-of-the art cybersecurity measures, they prioritize the
delivery of best-in-class technology, centered around:
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i. Trading systems.

ii. Ultra-low latency.

iii. Effective surveillance.

A review of how these technological advances could be applied
to each of these critical areas is essential.

i. Matching Engine:

The matching engine is the core system responsible for pairing
buy and sell orders. Any improvement in this area must uphold
the principles of speed, fairness, and determinism. Quantum
technology could offer enhancements by optimizing complex
processes such as order scheduling and computational re-
source allocation, especially during periods of peak market
activity. In addition to the matching function, overall trading
systems, which include surrounding systems and configurations,
enforce critical controls such as risk checks, credit limits, and
compliance rules. Although these checks are executed in parallel
with the matching workflow, quantum computing could acceler-
ate the underlying computations for these validations, making
them available in real time. This would help maintain the speed
of the matching process and allow transactions to be completed
more efficiently, even under peak load conditions.

ii. Low Latency:

While matching engines already operate at superfast latencies
(often in the sub-millisecond range), quantum computing is not
expected to deliver dramatic improvements for these individual
ultra-low-latency tasks. Instead, the true strength of quantum
technology lies in its ability to tackle large, complex problems
that are computationally intensive and data-heavy.

Quantum computers excel when the challenge is so vast that
classical systems would require months or years to solve it. In
such cases, quantum algorithms have the potential to reduce so-
lution times to seconds, fundamentally changing how exchanges
can process and leverage massive datasets. Rather than focus-
ing on shaving microseconds off existing processes, quantum
computing opens new possibilities for optimizing large-scale
operations and rethinking how data and information used by
exchanges can be leveraged more optimally.

While quantum algorithms can dramatically accelerate certain
classes of computations (e.g., optimization, cryptography), these
gains apply to computational throughput, not network-level
latency. In traditional systems, certain computational problems,
such as routing orders, managing network traffic, and optimiz-
ing resource allocation, can introduce delays, even if measured
in fractions of microseconds. Quantum computing, leveraging
the principles of superposition and entanglement, offers extraor-
dinary parallel processing capabilities by evaluating multiple
scenarios simultaneously and delivering efficiencies that classi-
cal methods cannot match. In particular, quantum algorithms
like quantum annealing or variational optimization are de-
signed to solve complex optimization problems, such as finding
the most efficient arrangement, path, or allocation. For example,
quantum technology could enable the dynamic optimization of

queue management, network routing, or resource allocation
at large scales and in real time—tasks that may be difficult or
inefficient for classical computers.

iii. Surveillance:

The seamless operation of an exchange relies on a set of critical
controls that demand both high-speed computing and advanced
algorithmic capabilities. Among these, real-time surveillance
and post-trade surveillance play a vital role in maintaining mar-
ket integrity and ensuring compliance with regulatory standards.
Quantum computing has the potential to significantly elevate the
effectiveness of these surveillance mechanisms. By harnessing
its computational power, quantum technology could exponen-
tially increase the speed and complexity of pattern recognition,
enabling extensive analysis of historical data at scales unattain-
able with classical systems.

For instance, the combined strengths of quantum computing
and Artificial Intelligence, through quantum machine learn-
ing (QML), offer new possibilities for surveillance. QML uti-
lizes quantum circuits as trainable machine learning models,
enhancing computational efficiency and the performance of ma-
chine learning tasks. This synergy could drive advancements
in data-driven decision-making, particularly within surveillance
functions in trading environments.

Utilizing larger datasets spanning multiple years would en-
hance the accuracy of pattern detection and allow for simulta-
neous consideration of numerous scenarios. This would enable
exchanges to detect unusual trading activities, market manip-
ulation, or compliance violations more rapidly and with greater
accuracy than is currently achievable. Quantum computing could
introduce a transformative shift in regulatory intelligence, mov-
ing beyond static market abuse frameworks and retrospective
testing to dynamic identification of emerging trading patterns in
real time.

This opens the door to adaptive rule discovery that evolves
with market behavior, allowing risk and compliance teams to
anticipate and respond to anomalies before they materialize
into threats. Organizations should explore how quantum-driven
models can be integrated into surveillance and governance ar-
chitectures to stay ahead of increasingly complex regulatory
landscapes.

As automation and reliance on technology continue to
expand—particularly in adapting to real-time trading pat-
terns—maintaining a robust and consistent governance and con-
trols framework will become increasingly critical. Such a frame-
work ensures that changes in the operating environment, trading
behaviors, and surveillance decision rules are not only well
understood and relevant but also that every decision remains
explainable and transparent.

IV.2. Prospective Effects on Global Markets
This section examines prospective effects of quantum computing
on volatility, Quantum Networks and IPOs landscape, highlight-
ing both opportunities and systemic risks that may arise during
the transition from research to practical deployment of the tech-
nology.
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IV.2.1. Market Volatility
Before exploring additional applications of quantum technol-
ogy within market services, it is essential to assess its potential
influence on market volatility. Volatility serves as an indicator
of investor sentiment and reflects the degree of price fluctua-
tions within a specified timeframe. This is an intrinsic aspect of
financial markets.

Volatility arising from the advent of quantum technology can
be expected on two distinct fronts: investor sentiment and
structural inequality.

Firstly, as quantum computing transitions from research to
practical deployment, the early phase is expected to bring about
significant disruption and volatility, primarily due to investor
reactions to announcements and breakthroughs rather than im-
mediate structural changes. Any new development—whether
positive or negative—can prompt abrupt price movements as
investors respond to emerging information. In this respect, in-
vestor behavior toward quantum technology would follow sim-
ilar pattern of reaction than when previous ground breaking
innovative technologies were introduced to the market. For ex-
ample, last fall’s announcement of a collaborative experiment
between HSBC and IBM IBM Quantum Blog (2025), which
reportedly enhanced prediction accuracy for bond orders in the
European corporate bond market by up to 34%, resulted in a 5%
increase in IBM’s stock price. Such volatility is typical during
the evolution and market integration of new technologies.

Secondlly, beyond sentiment, structural factors may amplify
volatility as quantum capabilities become unevenly distributed.
Trading firms with early access to quantum computing may
gain a competitive edge, potentially creating market imbalances
and compressing arbitrage windows. These firms could lever-
age quantum-enabled trading to identify and exploit mispricing
more effectively, which may reduce market liquidity and incen-
tivize other participants to adopt faster or riskier strategies. This
dynamic introduces risks of a Quantum Digital Divide, similar
to F1 racing where top teams benefit from superior engines, data,
and engineering talent. In practice, this divide would manifest
along several fronts:

a. Access Inequality in the financial ecosystem where
only large institutions such as JPMorgan, HSBC, Gold-
man Sachs, and hedge funds like Renaissance Tech-
nologies—known for their culture of successfully utiliz-
ing sophisticated mathematical and computational strate-
gies—can afford early access to quantum systems or part-
nerships with companies like IBM, Google, or Rigetti.

b. Algorithmic superiority may emerge as proprietary quan-
tum algorithms become trade secrets, giving firms a compet-
itive edge in arbitrage, pricing, and risk management. This
could also lead to market manipulation risks, where faster
and more accurate predictions allow quantum-equipped
firms to front-run trades or exploit inefficiencies before
others can even detect them.

Additionally, disparities may arise regarding information access
and processing efficiency. Firms equipped with advanced quan-
tum computational resources may price derivatives and hedge

risks more efficiently than those relying on conventional systems,
further influencing market dynamics. This could potentially lead
to a herding effect where non-quantum powered trading firms
could just follow the strategies executed by those having the
technology, without understanding their rationales. This could
lead to unexpected price shocks as competitors without quan-
tum computing would not be able to adjust their positions fast
enough when necessary.

Markets will stabilize as access to comparable computational
capabilities percolates through the market, supporting fair com-
petition in the long run. Technological advancements inevitably
lead to changes, opportunities, temporary gaps, and transitional
phases within the environment. These are common occurrences
during the initial stages of any major technological shift and
are well understood by regulators, industry players, and con-
sumers. Market exchanges have a unique opportunity to guide
this transformation in a constructive and secure manner.

IV.2.2. Quantum Networking
If we’re building computers that operate with qubits, wouldn’t it
be great if these systems could also “talk” to each other? This is
the long-envisioned goal of quantum networking.

A quantum network enables the transmission of qubits across
an infrastructure while preserving their entanglement, which is
a critical requirement for true quantum communication. Impor-
tantly, this does not imply faster-than-light signaling (see Sec-
tion I.1); rather, it allows quantum states to be shared securely
and coherently. While classical and quantum processors can
communicate using conventional NICs6, quantum networking
and entanglement make clustering quantum compute far more
efficient. Once this technology becomes stable and practical, a
range of transformative applications could emerge.

According to the Center for Quantum Networks, these include
Quantum Key Distribution (QKD)7, secure quantum communi-
cations, and clustered or distributed quantum computing. While
QKD enables secure key exchange, distributed quantum com-
puting allows multiple quantum processors to work together
across a network, effectively pooling resources for larger or more
complex computations. Such capabilities could benefit clients
operating servers across multiple locations who need to share
updates securely and efficiently. Exchanges could, therefore,
leverage these technologies, offering improved coordination
between stakeholders.

However, the promise of these capabilities is counterbalanced
by a fundamental constraint: maintaining entanglement across
large networks with multiple point-to-point connections remains
challenging without resilient quantum hardware. This limitation
is closely tied to the physical constraints of quantum communica-
tion, where researchers are actively seeking solutions to extend
transmission distances. Currently, photons traveling through
fiber optic cables experience loss and scattering, which restricts

6NIC: Network Interface Card, a hardware component that connects a com-
puter to a network.

7Quantum Key Distribution (QKD) is a secure communication method that
uses quantum mechanics to generate and share encryption keys between parties,
ensuring that any attempt to eavesdrop can be detected.
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direct quantum signal transmission to roughly 100-200 kilome-
ters.

Why does this limitation emerge in quantum communication?
In classical systems, each bit is encoded in many photons. If
some photons are lost during transmission, it’s not critical (clas-
sical repeaters can amplify the signal by injecting additional
photons). In quantum networking, however, we deal with indi-
vidual, entangled photons whose quantum states are unknown
and uncloneable, due to the No-Cloning Theorem.

To overcome this limitation, quantum repeaters are being
developed. These devices link short quantum connections in-
crementally using techniques such as entanglement swapping,
which allows two distant network nodes to become entangled
via intermediate pairs of photons, and entanglement purifica-
tion, which improves fidelity by combining multiple imperfect
copies. Unlike classical repeaters that amplify signals, quantum
repeaters form extended chains that enable quantum information
transfer over greater distances, potentially even across conti-
nents. Developing reliable quantum repeaters remains a signifi-
cant technical and scientific challenge. Laboratories worldwide,
including NIST and Cisco, are actively building and evaluating
early models.

In summary, quantum networking presents tangible oppor-
tunities for improving co-location and secure communications,
with its implementation currently regarded as promising. es-
pecially in financial services. A notable example is JPMorgan
Chase’s successful launch of one of the world’s fastest quantum-
secured networks in Singapore (Alia et al., 2024), shifting quan-
tum security from theory to practice in a financial setting. Ini-
tiated in 2018 with technology partners and researchers, the
project reached full deployment by 2023, linking the main data
center, trading floor, and four branches. The system uses the
aforementioned QKD technology, which detects interception
attempts through changes in quantum states. Notably, JPMor-
gan achieved 100 Gb/s speeds on QKD-secured connections,
supporting real-time operations without compromising security
or performance—a benchmark for post-quantum readiness in
finance.

Recent advancements in academia and technology further
highlight the momentum in quantum networking. For instance,
an experimental quantum network was established between the
campuses of Rochester Institute of Technology and University of
Rochester utilizing optical fiber technology. In addition, Cisco
has inaugurated a Quantum Networking Lab in Santa Monica
and, in collaboration with UC Santa Barbara, developed a pro-
totype quantum entanglement chip. Cisco aims to accelerate
the realization of practical quantum computing from decades to
merely a few years.

IV.2.3. New Listings and IPOs
The pursuit of quantum supremacy has led to the emergence
of numerous new companies and startups seeking investment
to advance their research efforts. Within the technology sector,
this trend is expected to continue, with new entrants establishing
themselves as key contributors to the field, while established
industry leaders strive to enhance their market position through
quantum technologies. Exchanges are and will continue to play

a key role in providing access to capital to these companies that
are looking for investors.

For example, Nasdaq is already home to several quantum
computing companies like Rigetti (RGTI), Arqit (ARQQ), and
Quantum Computing Inc. (QUBT). There are over 28 notable
U.S.-based quantum startups with $2.7B in aggregate funding,
many of which could pursue IPOs. While this sector is still
early-stages, IPO activity will only increase. This development
presents an opportunity for all exchanges to attract additional
companies to undertake IPOs on its exchange, as many startups
are expected to seek capital through market listings. Comparable
patterns were observed during the internet bubble and the recent
interest in companies specializing in Artificial Intelligence.

Conclusion

Quantum technology is widely regarded as the next significant
development in the technological landscape. However, as exten-
sively discussed in this paper, quantum technology remains in
its nascent stages, with many applications still theoretical. The
most immediate and probable impact will be on cybersecurity,
highlighting the necessity for organizations to prepare for quan-
tum advancements before these technologies become widely
accessible. The 2030 target date set by NIST for Post-Quantum
readiness has prompted industries to begin addressing the vul-
nerabilities of classical encryption methods in preparation for
quantum-based encryption.

Furthermore, it is important to recognize that, unlike sec-
tors such as pharmaceuticals where quantum technology may
drive transformational change, the primary benefits for the finan-
cial industry—particularly within financial markets infrastruc-
ture—will likely focus on improving existing processes and
services. Quantum computing is expected to enhance market
operations, surveillance, and communication efficiency rather
than introducing entirely new paradigms.

These advantages are expected to emerge within the next
decade to fifteen years. Nevertheless, the quantum technology
ecosystem is advancing at a rapid pace, and projected timelines
and industry milestones may accelerate or change as scientific
and engineering breakthroughs continue to emerge. As a result,
organizations should closely monitor developments across
the quantum landscape and adopt a proactive readiness ap-
proach, regularly evaluating potential opportunities, risks, and
strategic implications. Consequently, it is advisable to maintain
steady but measured initiatives to ensure successful adoption
and preparedness for the quantum transition.

While enthusiasm for participating in the quantum technol-
ogy race remains high, it is crucial that financial infrastructure
providers exercise prudent oversight regarding the dissemi-
nation, application, and accessibility of this technology. It is
critical for the financial industry to establish and uphold com-
prehensive frameworks, regulations, and controls to preserve
market integrity and ensure equal access to capital for all stake-
holders. In particular, exchanges should maintain close collabo-
ration with NIST, global governmental agencies, and strategic
partners such as the main cloud technology providers to develop
a coordinated strategy for integrating quantum technology.
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Although competition fosters innovation and advancement,
collaboration among essential entities—including technology
providers, regulators, and financial infrastructure organiza-
tions—is vital to achieving efficient and effective adoption of
quantum technology.
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